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SPEC NOTE - Use this Section to specify the Access Control requirements for the project. For projects where access control will also include intrusion alarm functions then include those portions of the products and specifications as required.
Access control applications are broken into three categories:
1 – Expansion to existing Lenel On Guard access control,
2 – Large scale new projects (24+ doors), and
3 – Small scale new projects (<24 doors).
For Expansion projects it is acceptable to continue to utilize the Lenel OnGuard platform however all effort should be made to incorporate the use of the Open Supervised Device Protocol (OSDP) and to discontinue the use of the Wiegand interface for card reader to controller communication.
For all new projects, incorporate OSDP certified wiring and hardware to ensure encrypted communication between readers and controllers.  
Avoid the use of electromagnetic locks and design with free egress at all times. 
Refer to Alberta Infrastructure - “Physical Security Guidelines & Standards for Government of Alberta Facilities”.

General
Scope
This section describes the Access Control [and intrusion alarm] system required for the proper operation and installation as specified in Division 28.
This section shall be read together with the sections describing specific systems, components and the manufacture, installation, operation and maintenance thereof.
Where a discrepancy is noted between the various sections, notify the Consultant for an interpretation.  In the absence of written clarification, the Consultant will assume that the most expensive solution is applicable for use on the projects.
General Requirements
.
.
Products
General
.1 Provide CSA or ULc approved products capable of performing as specified.
SPEC NOTE – Confirm with AI Security Advisors if card readers will be provided by Province under a standing offer arrangement for this project or if they are to be included for contractor supply.
Access Control Reader
Access Control Readers to include:
IP based Ethernet connectivity
Support for Open Security Device Protocol (OSDP) connectivity
Encrypted RS-485 communication to Access Controller
Support for MIFARE Classic, Plus, and DESFire card technologies
Support for 125kHz proximity cards
IK7 impact rating
IP68 environmental rating
Minimum 128 bit AES symmetric encryption for reader to controller communications
Anti tamper sensor
Access Control Reader with Keypad
Access Control Reader with Keypad to include:
IP based Ethernet connectivity
Support for Open Security Device Protocol (OSDP) connectivity
Encrypted RS-485 communication to Access Controller
Support for MIFARE Classic, Plus, and DESFire card technologies
Support for 125kHz proximity cards
IK7 impact rating
IP68 environmental rating
Minimum 128 bit AES symmetric encryption for reader to controller communications
Anti tamper sensor
SPEC NOTE – If using access control system with 3.5” color screen and keypad function include item below.
MIFARE Terminal
MIFARE Terminal to include:
3.5 inch color screen
Backlit keypad
Encrypted RS-485 communication to Access Controller
Support for MIFARE Classic, Plus, and DESFire card technologies
Support for 125kHz proximity cards
IK8 impact rating
IP66 environmental rating
Minimum 128 bit AES symmetric encryption for reader to controller communications
Ability to upgrade software via connected access control system
Cipher pad functionality to prevent PIN disclosure at keypad
Anti tamper sensor
Message display function
 Access Controller
Access Controller to include:
IP based Ethernet 10/100/1000 connectivity
Support for minimum of 10 wired doors without need for additional down stream controllers
Intrusion alarm monitoring capability
Ability to transmit intrusion alarm signals compatible with Contact ID format
Minimum of two configurable RS485 ports
RS485 connectivity at up to 115k bit/second
Support for up to 256 alarm zones
Minimum of 2,000 access groups
Minimum of 400 time schedules
Support for up to 500,000 card holders
Storage for up to 80,000 events 
Support for Open Supervised Device Protocol (OSDP) connectivity
Encrypted communication to Access Control Readers
Support for elevator access control
Cellular modem for back up alarm communication
Tamper protection
Minimum of one USB port
256 bit AES symmetric encryption for controller to server and inter-controller communications
Programmable controller based logic capable of operating independently of the server
LED indicator for controller functions
FIPS 201-2 compliance
Lockable steel powder coated enclosure with lock
Power supply unit
Access Controller 


SPEC NOTE – When including Intrusion Alarm functions integrated with access control then include alarm terminals, etc.
[Intrusion alarm Control Terminal
Intrusion Alarm Control Terminal to include:
3.5 inch color screen
Backlit keypad
IK8 impact rating
IP66 environmental rating
Support for MIFARE Classic, Plus, and DESFire card technologies
Support for 125kHz proximity cards
Ability to arm and disarm up to 50 zones
Display of customized messages
Display of alarm status]
Access Control Server
Access Control Server to include:
Rack mount design
EIA-310B compliant rack mount kit
19 inch LCD monitor with HDMI input
Compatible keyboard and optical mouse
MS Windows server operating system as recommended by Access Control Manufacturer
Database software as recommended by Access Control Manufacturer
Support for configuration of the access control system
Support for advanced reporting, guard tours, site plans, anti-passback, 
Mobile connection credentials
Support for up to six fence zones for monitoring
Elevator integration [if required]
Key Control integration with the key control solution indicated in the Contract Documents 
SPEC NOTE – Confirm requirement for badging workstation with AI Security Advisors for the project. If no requirement exists, remove this item.
Access Control Badging Workstation
Access Control Badging Workstation to include:
Manufacturers recommended computer meeting CPU, RAM, Video Card, and general requirements
All required software including MS Windows 10 computer operating system
Minimum 19 inch LCD monitor with HDMI input
Compatible keyboard and optical mouse 
ID Camera
Tripod or wall mount support
Compatible smart card reader/encoder
SPEC NOTE – Confirm requirement for badge printer and encoder with AI Security Advisors for the project. If no requirement exists, remove this item.
Badge Printer and Encoder
Badge Printer and Encoder to include:
Dye sublimation/Resin thermal transfer technology
Resolution: minimum 300 dpi
Colours: up to 16.7 million
Built-in Ethernet and USB connections
Diagnostic utility for printer maintenance
Memory: minimum 32MB RAM
Input hopper capacity: 100 cards
Card cleaning roller
Compatibility with CR80 and CR79 cards
Ability to add optional card laminator
Ability to add optional smart card encoder

Execution
General
Refer to Section 28 05 00 Common Work Results for Electronic Safety and Security.
Follow manufacturers recommended installation practices.
Wiring
Confirm all new wiring is compatible with manufacturers recommend type and gauge and meets the requirements of Section 28 05 13.
Connect Access Controllers to the Security Network with Category 6 yellow colored patch cables.    Refer to Section 28 05 13.
Label all connections.  Refer to Section 28 05 00.
Coordination
Coordinate with Province for connection of access control equipment via the Security Network and Alberta Supernet to allow configuration and monitoring of alarms and access control functions from the Government of Alberta network.  
Confirm location of all equipment requiring power connections and outlets, cable pathways, device boxes and other electrical requirements with Division 26 contractor.

SPEC NOTE – Confirm with AI Security Advisors if card readers will be provided by Province under a standing offer arrangement for this project.

Access Control Readers
[Supply,] install, configure and test all Access Control Readers as shown on drawings and as described herein.
Configure Access Control Readers to communicate with Access Controllers using encrypted communication.
Label each access control reader with ID number corresponding with system as-built documentation. Label to be applied to side or bottom of reader, confirm size and location with Consultant prior to application. 
Access Controllers
Supply, install, configure, program and test all Access Controllers as shown on drawings and as described herein.

SPEC NOTE – Where intrusion alarms and video surveillance system is being installed, integrate alarm events in video surveillance system.

[Configure intrusion alarm events to trigger video camera recording and monitoring as described herein and as shown in Contract Documents.]
Configure alarm communication via both TCP/IP connection and cellular back-up connection to allow alarm events to be reported even in the event of TCP/IP network failure.
Access Control Server
Supply, install, configure, program and test Access Control Servers as shown on drawings and as described herein.
Configure Access Control Server for connection to the Security Network to allow configuration and programming of access control system.

Existing Equipment
Remove existing access control readers, controllers and related equipment and turn over to the Provinces representative.
Where removal of existing equipment exposes damage or modification to the building, provide appropriate cover plates or repair building surfaces to provide a weather tight seal. Confirm with Provinces representative prior to completing this work.
Warranty
Provide a minimum of one-year system warranty covering all installation, wire and cables, and installed components.
Warranty to exclude existing access control hardware, devices and cabling except for such devices installed by the Contractor.
Warranty period to commence from the date of acceptance by the Province.
Acceptance by the Province is indicated by receipt of written statement of acceptance only.
During warranty period repair or replace all failed wire, cabling, cabinets and enclosures, or wiring components required during warranty period in order to restore system to full function.
Notification by the Province of system faults will be considered complete upon communication of the fault condition to the Contractors designated warranty e-mail account or 24-hour service telephone contact as indicated in Owners Manual.
Commissioning
Refer to Section 28 08 00.
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