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Project ID/WBS Number: 
	Section 28 08 00
COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY




SPEC NOTE:  Adjust content of Part 3 of this specification to reflect the system equipment installed by the Contractor for this project.
General
Scope
This Section describes the commissioning process and specific testing applicable to systems under Division 28 and 27.
This Section shall be read together with the sections describing specific systems, components and the manufacture, installation, operation and maintenance thereof.
Where a discrepancy is noted between the various sections, notify the Consultant for an interpretation.  In the absence of written clarification, the Consultant will assume that the most expensive solution is applicable for use on the project.
Definitions
Security Monitoring Location – means the location or locations that have been identified within Division 28 specifications for this purpose, and may include mobile guard monitoring application or software, the Provincial Sheriff Security Operations Centre, and any on-site monitoring workstation location as identified.
General Requirements
Commissioning Process
The commissioning process includes unit testing performed by the manufacturer and the system Contractor, staging and installation inspections performed by the project manager and/or Consultant, and final commissioning performed by the system Contractor and witnessed by the Consultant.
The purpose of unit testing is to ensure that each item of system equipment is tested for power-up, general functionality, and to diagnose any potential deficiencies or concerns prior to the installation of the unit.
Staging inspections may be conducted off-site at the system Contractor’s facility or any other location deemed suitable by the Consultant.  The purpose of the staging inspection is to identify any issues related to pre-built assemblies, rack mounted equipment and intra-rack cabling methods and practices that may have impact on the system final commissioning and acceptance.  By inspecting the Contractors work off-site it is possible to identify issues of concern prior to equipment and assemblies being moved to site.
Pre-Commissioning and Installation Inspections are conducted on-site during the system installation by the project manager and/or the Consultant.  The objective of these inspections is to identify improperly installed equipment or any installation methods, improper equipment locations or any installation practices that do not comply with these specifications or other documentation.
Final commissioning will be conducted when the entire system is functional and operating.  The Contractor is responsible for notifying the Consultant when the system is ready for final commissioning.  The Consultant will arrange the commissioning time and date as noted below.
Pre-Commissioning and Staging Inspections
These inspections may be conducted on-site at any time during the system installation but are not intended to interfere with the system installation process.
The project manager and/or Consultant may bring information to the attention of the Contractor’s site foreman or crew-chief that may have bearing on the installation process.
In the event that the project manager and/or Consultant note any discrepancies in item type or location, poor installation practices or other issues that may have bearing on the commissioning process the Contractor will be notified.
Final Commissioning Tests
Prior to Final Commissioning the Contractor will ensure that:
all system as-built documentation is complete and available on-site
all equipment, cable, and device labels are properly affixed and correct
cables are identified with an individual number and this identification number is clearly marked on the cable labels affixed within four inches of each end of the cable
all equipment (including any specified spare parts) is present on-site
all manufacturer supplied software disks, documentation, hardware keys, and manuals are present on-site
any required test equipment or software is present on-site
a visual inspection of all devices ensuring proper location in accordance with this specification has been completed and documentation is presented to the Consultant as confirmation
no system cabling is exposed outside of equipment racks, device boxes and conduit
all installed devices are mechanically attached in a safe manner to prevent injury or danger to people
equipment designated to be connected to UPS or special power circuits has been properly connected and tested
any devices that will be subject to moisture or other environmental conditions are appropriately sealed and tested
workstations and server software applications have been installed, all system functions and equipment have been programmed and are operating
the latest release version of software, including all patches and upgrades, have been installed and tested
the software has been properly registered with the manufacturer in the name of the Province and documentation confirming this is available on site
all manufacturer or default passwords and user accounts have been disabled or removed from software applications and hardware integrated operating systems.  Current passwords for system administration have been recorded and are to be turned over to the Province upon final commissioning
devices are appropriately addressed and identified in the system software so as to clearly identify device number and location
all associated equipment, power supplies, UPS units, sensors, conduit cable trays, and switches have been properly installed and are functional.
configuration of metadata and data exchange between systems is complete and functional.
Submit complete documentation to the Consultant for approval no later than two (2) weeks prior to final commissioning tests. This documentation will include at minimum:
As-built drawings
Hardware and software technical manuals
Operator and Maintenance manuals including a preventive maintenance schedule
Programming schedules and documentation showing device locations, operational and access group schedules and a list of all current system passwords (including administration passwords)
Commissioning Time and Date
Upon receipt and approval of complete documentation as indicated above, the Consultant will schedule a Final Commissioning Date(s).  This will allow for representatives from the Contractor, Consultant and the Province to be present for the Final Commissioning Tests.
Final Commissioning Tests
Perform final commissioning tests to ensure that the system functions as per the standards and specifications herein.
The results of each commissioning test will be recorded on the supplied commissioning test schedule or in a Microsoft Excel spreadsheet.
Each test will be marked as a PASS or FAIL with any comments regarding deviations from specifications or abnormal operation noted for Contractor follow-up.
Ensure that sufficient personnel are available to conduct final commissioning tests on-site.  Additional personnel are to be made available as necessary to ensure testing may continue while deficiencies are being resolved.
Work diligently to ensure that deficiencies noted during the commissioning process are addressed immediately and resolved within fourteen (14) days of final commissioning.
Re-Inspection
The Consultant may require re-inspection of items noted during the final commissioning process prior to release of any hold-back or final payment to the Contractor.
Any costs associated with re-inspection are the responsibility of the Contractor.
Products
Not used 
Execution
Video Surveillance System
Complete the following tests for each camera:
Verify that camera produces a clear image free of interference or noise.
Verify that the camera angle of view is sufficient to cover the area specified.
Verify that pan/tilt/zoom cameras are controlled from the software and operator positions (including keyboards if supplied) and that pre-sets are programmed.
Verify that any pan/tilt/zoom cameras that are designated to have specific areas of view electronically blocked are programmed appropriately and that camera blocking function operates as specified.
Verify that any camera alarm functions including video motion or hardware interface alarms operate as specified.
Verify that camera focus (including back-focus) is correctly adjusted to ensure clear image.
Verify that camera tamper alarm is transmitted to operator position. 
Verify that an alarm condition is created by simulating a loss of communication with the camera.
Verify that camera’s internal web server has been programmed to only allow access through password protected method.
Verify that the camera’s internal clock (if supplied) is synchronized to a Network Time Protocol (NTP) server.
Verify that the camera’s internal text overlay is programmed as per specification.
Verify that the camera automatically adjusts for changes in light conditions within its field of view.
Verify that camera is programmed for fail-over recording if specified.
Verify that camera de-warping is functioning for each fisheye camera for both live and recorded video.
Complete the following tests for each Video Surveillance Server:
Verify that the server is correctly attached and programmed to communicate via the security network.
Verify that the server is recording camera video at the specified frame-rates and quality.
Verify that the server schedule for recording is programmed and operating.
Verify that any specified trouble reporting sub-routines operate as specified and that operators or administrators receive notification as designated.
Verify that the server is programmed to receive a Network Time Protocol signal and that the server is properly functioning in this regard.
Verify that alarms generated within the Access Control system are received by the video surveillance system and that alarms are programmed in accordance with specifications.
Verify that no external LAN connection has been made to server or security network switches.  Only network connections for video surveillance, intrusion alarm, emergency phones, elevator monitoring, mechanical systems, and card access control system are allowed.
Except as specified, verify that no modem or other external communication device is connected to server.
SPEC NOTE:  Remove item .3 below if no Emergency Phones or Duress Alarms are used for the project.
Complete the following tests for Emergency Phone/Duress Alarm camera activity:
Verify that when each emergency phone/duress alarm is activated the video surveillance system displays live video of the camera associated with the alarm location to the security personnel located at the Security Monitoring Location(s).
Verify that emergency phone/duress alarm procedures (if provided) are displayed on security management workstation and application where used.
Verify that when emergency phone/duress alarm buttons are reset the system returns to normal operation.
Verify that when emergency phone/duress alarm calls are ended the system returns to normal operation within 5 seconds.
SPEC NOTE:  Remove item .4 below if no video-to-IP encoders are used for the project
Complete the following tests for each video-to-IP encoder:
Verify the encoder powers up.
Verify that the encoder is programmed for TCP/IP communications with the proper IP settings.
Verify that fail-over or back up TCP/IP connections are programmed and functional.
Verify that input contact sensors are connected and that alarm inputs are being received by the encoder.
Verify that output relays are connected to external devices as per specifications and that devices operate as designed.
Verify that any connected serial device (including control keyboard or joystick unit) functions properly.
Verify that the encoder’s internal clock (if supplied) is synchronized to a Network Time Protocol (NTP) server.
Verify that the encoder’s internal text overlay is programmed as per specification.
Verify audio input connections and output connections are connected and functioning as per specifications.
Verify that default passwords and user accounts have been disabled or removed.
SPEC NOTE: Remove item .5 below if no IP-to-video decoders are used for the project
Complete the following tests for each IP-to-video decoder:
Verify the decoder powers up.
Verify that the decoder is programmed for TCP/IP communications with the proper IP settings.
Verify that input contact sensors are connected and that alarm inputs are being received by the decoder.
Verify that output relays are connected to external devices as per specifications and that devices operate as designed.
Verify that any connected serial device (including control keyboard or joystick unit) functions properly.
Verify audio input connections and output connections are connected and functioning as per specifications.
Verify that default passwords and user accounts have been disabled or removed.
SPEC NOTE: Remove items below if no Access Control System items are used for the project.
Access Control System
Verify operation of access control system equipment.
Complete the following tests for each controlled door:
Verify that a properly authorized card or RFID device presented before the reader is registered by the control system and that the system authorizes access and unlocks the door within 700 milliseconds.
Verify that the system recognizes (reads) a non-authorized card or RFID device and does not provide access.  Ensure that the use of a non-authorized card/device is logged in the system event database and generates an alarm indication.
Verify that the door secures (locks) within one second once used.
Verify that the access control system goes into alarm mode when the door is held open beyond the time specified in software.
Verify that the request-to-exit device (sensor or push button or switch) activates in the appropriate manner and that the system recognizes the request-to-exit and unlocks the door within 700 milliseconds of request-to-exit activation.
Verify that any local alarm or buzzer associated with the door works as programmed.
Verify that delayed egress device if included works as programmed and local alarm or sounder operates during the delay period while door is held secure.
Verify that door controller tamper alarm is transmitted to operator position if cover is removed from unit or door is opened.
Verify operation of request-to-exit device tamper switch if switch or cover is removed.
Verify operation of card reader device tamper switch if switch or reader is removed from wall mount.
Verify that automatic door operators where installed are interfaced with access control to allow or deny entry as programmed.
Verify that electromagnetic locks (if used) release when fire alarm relay is triggered. 
Verify that electric strike lock remains secure when fire alarm relay is triggered. 
Verify that LED on card reader properly indicates door status (secured, access granted, alarm).
Complete the following tests for each Card Access Control Server:
Verify that the server is correctly attached and programmed to communicate via the local area network (LAN).
Verify that the server is storing card access control system transaction database information for each system activity.
Verify that the server schedules for door unlock times, including holiday schedules, are properly programmed and operating.
Verify that any specified trouble reporting sub-routines operate as specified and that operators or administrators receive notification as designated.
Verify that the server is programmed to receive a Network Time Protocol signal and that the server is properly functioning in this regard.
Verify that no external LAN connection has been made to server or network switches.  Only LAN connections for video surveillance, intrusion alarm, and card access control system are allowed except as noted.
Except as specified, verify that no modem or other external communication device is connected to server.
SPEC NOTE: Remove item .4 below if no Access Control Workstations or badging stations are used for the project
Complete the following tests for each Access Control Workstation and badging station:
Verify that software has been installed and is properly functioning.
Verify that the workstation(s) is/are correctly attached and programmed to communicate via the LAN.
Verify that video capture camera and application are properly functioning.
Verify that badge creation software has been password protected to ensure that only specified users (with log-in privileges) are able to create and enter user credentials.
Except as specified, verify that no modem or other external communication device is connected to computer workstation.
SPEC NOTE: Include the item below for project that include intrusion alarm system.
Intrusion Alarm System
Verify operation of the intrusion alarm system and duress alarms.
For each intrusion alarm control panel
Verify that alarm is programmed and all connected devices are properly communicating and not bypassed.
Verify that alarm enclosures are permanently labelled, level and securely mounted to wall or backboard as required. 
Verify that all intrusion alarm system cabling is correctly labelled and as referenced on system as-built drawings. 
Verify that all alarms are communicated to the monitoring location.
Verify that back up battery is charged and functioning.
Verify operation of panel tamper alarm for each panel location.
Verify correct configuration of entry delay functions for alarm keypad locations.
Verify correct exit delay functions for alarm keypad locations.
Verify that local alarm keypads display all alarm conditions including the location and type of alarm in real-time.
Verify operation of all alarm horns and sounders when system enters alarm condition.
Verify that AC fail and AC restored alarm condition is transmitted to monitoring location.
Confirm alarm point schedule is complete, printed, laminated, and secured within the alarm panel enclosure.  
Verify that supervision resistors are installed at device end of each circuit in accordance with manufacturers recommendations.
For each motion sensor:
Verify operation of motion sensor and confirm that the sensor detects human movement within its prescribed range by conducting a walk-test in accordance with the manufacturers written recommendations. 
Conduct walk test and record results.
Once commissioning tests are complete, disable motion sensor LED indicator.
For each glass break sensor:
Using manufacturer recommended test device and procedure, test each glass break sensor and record results ensuring that glass break within the sensor range results in activation. 
Verify that removal of glass break sensor cover results in a tamper alarm activation at the alarm control panel.
Verify operation of the intrusion alarm system and duress alarms if included.
For each duress alarm:
Verify that the alarm is triggered and communication is received at the third-party monitoring centre or the Sheriff’s Security Operation Centre as directed in specifications.
For each alarm horn:
Confirm operation of horns when system in in alarm mode.
Confirm horns are silenced when system is reset from alarm mode.
For each duress alarm:
Verify that the alarm is triggered and communication is received at the third-party monitoring centre and the Sheriff’s Security Operation Centre as directed in specifications.
Verify that local alarm keypads display all duress alarm conditions including the location and type of alarm in real-time.
Verify that the alarm is triggered and communication is received at the third-party monitoring centre or the Sheriff’s Security Operation Centre as directed in specifications.
Verify that system returns to normal function after duress alarm is reset.
Security Network System
Verify operation of security network system equipment.
For each Security Network Router/Firewall:
Verify that no external connection has been made to the security network router other than the WAN connection specified.
Confirm routing and firewall settings are complete and the security network is communicating with WAN connected monitoring systems as specified.
Verify Router/Firewall DHCP service is configured and operating within network router.
[bookmark: _Hlk123683202]Verify continued operation of Router/Firewall during power failure conditions and confirm operation of UPS.
For each Security Network Switch:
Verify that no external LAN connection has been made to security network switches.  Only network connections for video surveillance, intrusion alarm, emergency phones, elevator monitoring, mechanical systems, and card access control system are allowed.\
Disable any unused LAN connections.
[bookmark: _Hlk123683179]Verify continued operation of Network Switch during power failure conditions and confirm operation of UPS.
Except as specified, verify that no modem or other external communication device is connected to network switches.
Network Cabling
Test all runs upon completion of permanent terminations, using instrumentation acceptable to the Consultant.  Before commencing testing, submit sample test data sheets and information with respect to test instrumentation to be used.
Acceptable Test Instruments:  
Copper:	Fluke DSX-5000 or approved equal.
Copper test instrument to meet the requirements of ANSI/TIA-1152 (2009) Requirements for Field Test Instruments and Measurements for Balanced Twisted-Pair Cabling.
Test instrument firmware to be latest version as supplied by test device manufacturer.
Submit proof of calibration of test instrument meeting manufacturers recommended calibration requirements upon request by Consultant.  Calibration of test instrument must have been completed within 180 days prior to use.
Copper Media:
All tests required for system to be Certified Cat 6 by manufacturer. Test all permanent and channel links to ANSI/TIA-568C.2 Category 6 250MHz using methods per ANSI/TIA-1152(2009).
Before recording results, compare readings to predicted values based on cable specification and run length, using connector and patch cord losses as part of predicted value.  Retest runs with:
Resistance and capacitance readings more than 10% above predicted values.
NEXT values 3 dB higher than predicted values.
Attenuation values 2 dB higher than predicted values.
Re-terminate or re-install and retest as necessary to correct excessive variations.
Upon completion of testing submit test results to Consultant. 
Record results in tabular form.
Segregate horizontal runs, inter-room runs, and risers by category or run and by type of cable.
Present horizontals – results in ascending order.
Report Submission:
Submit reports printed on 215mm by 280mm white paper, and include in the O&M Manuals.  Refer to Section 28 78 23.
Submit two (2) reports prepared in electronic form using Microsoft Excel format and testers proprietary format on compact disc(s) or USB type memory devices.
END OF SECTION
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