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	Section 28 05 33
SAFETY & SECURITY NETWORK COMMUNICATIONS EQUIPMENT




General
Scope
This section describes the Safety and Security Network Communications Equipment required for the proper operation and installation as specified in Division 28.
This section shall be read together with the sections describing specific systems, components and the manufacture, installation, operation and maintenance thereof.
Where a discrepancy is noted between the various sections, notify the Consultant for an interpretation.  In the absence of written clarification, the Consultant will assume that the most expensive solution is applicable for use on the projects.
General Requirements
System to be complete with all necessary components to provide functions required whether or not each and every item is necessarily mentioned.  All components to be production proven models.  Custom designed units will only be considered for those items that are not currently available on commercial market.
Where wireless network transmission equipment is used, supply wireless hardware that complies with current federal radio regulations. Refer to Section 28 05 00.  
Programming
Initial programming for the Safety and Security Network Communications Equipment will be completed by the Contractor. 
Install each network device, once configured and labeled, at the location as indicated by the drawings and specifications.  
Submissions
Provide complete network IP addressing schema for the Facility Operation Network connected equipment within the Shop Drawing submission.  Refer to Section 28 53 23.
Standards
Canadian Electrical Code
National Building Code – Alberta Edition 
BICSI Telecommunication Distribution Methods Manual (TDMM) 14th Edition
IEEE-802.3af (Power over Ethernet)
IEEE-802.1x (Authentication)
IPv4 (RFC 791) 
UL 2900-2-3 L3 Cyber Security Assurance Program
Open Network Video Interface Forum (ONVIF) profile S, profile Q, profile T, Profile M
Definitions
ANSI – American National Standards Institute
BICSI – Building Industry Consulting Service International
CEC – Canadian Electrical Code 
CSA – Canadian Standards Association
EIA – Electronic Industries Association
NEMA – National Electrical Manufacturers Association
ONVIF – Open Network Video Interface Forum
TIA – Telecommunication Industries Association
Network Cabling
Refer to cabling information in Section 28 05 00.    
Include data on network cabling within the Shop Drawing submission.
Products
General
Provide CSA or ULc approved products capable of performing as specified.
network Switch
Network Switches to include:
EIA-310B compliant rack mount kit
IEEE 802.3at compliance
IEEE 802.3af compliance
IEEE 802.1X authentication
Minimum 24 port design
Each port capable of 10/100/1000 communication
Each port capable of PoE+ to a minimum of 370 watts per switch
Minimum 4 SFP ports for fiber interconnection
VLAN compliance with IEEE 802.1Q, 802.1QinQ, 801.1ad
DHCP snooping
Host quarantine on switch port
Network device detection
MAC black/whitelisting feature
PoE Control
IGMP snooping
Policy-based routing
Dynamic port profiles
Spanning tree support
SNMP v1, v2 and v3 support
SNMP v3 traps
IPv4 and IPv6 management
Syslog UDP/TCP
QoS control
MAC/IP binding
DHCP Server
IP conflict detection and notification
VLAN mapping
Jumbo frame support
Auto discovery of multiple switches
Onboard GUI, API and command line configuration
Integration with Network Firewall Router to allow the Firewall to seamlessly manage the switch using centralized policy management
Role based access and control

Network Firewall Router
Network Firewall Router to include:
EIA-310B compliant rack mount kit
Minimum of one WAN port capable of 1GB transmission
Minimum of four LAN ports capable of 1GB transmission
VLAN compliance with IEEE 802.1Q, 802.1QinQ, 801.1ad
Support for VPN via SSL or IPSec or Zero Trust Network Access tunnels
Support for application control, USB control, URL filtering and firmware upgrade policies
Auto discovery of multiple switches
Software upgrade of switches from firewall
L3 Routing and services
Policy based routing
MAC black/white listing
Policy based control of users and devices
Health monitoring
Centralized VLAN configuration
Firewall latency <3.4 µs
IPSec VPN throughput minimum 6.5Gbps
NGFW throughput minimum 1 Gbps
SSL VPN throughput minimum 900 Mbps
Ten (10) Gigabit Ethernet ports using RJ45 interface
Power supply
Execution
General
Refer to Section 28 05 00 Common Work Results for Electronic Safety and Security.
Follow manufacturers recommended installation practices.
Seal all penetrations and holes.
Provide all patch cords as required for system operation. 
Coordination
Coordinate Government of Alberta and SuperNet Network connections with Province’s representative. 
Coordinate rack and cabinet locations with Province’s representative.
Coordinate mounting heights and locations with the Province and Consultant. 
Confirm finish color of mounting poles and mounting hardware with Consultant prior to installation.  
Wiring
Confirm all wiring is compatible with manufacturers recommend type and gauge.
Connect security switches, repeaters and devices to the Facility Operation Network using CAT6 patch cables to the modular jack patch panels.  Coordinate with Province prior to making connection to SuperNet and Government of Alberta network.
Provide all copper patch cords as required for device connections.
Programming
Provide latest available software & firmware version available from manufacturer at time of system commissioning.
Apply all operating system patches, updates and software upgrades available at time of system commissioning.
Apply all network hardware and software system patches, updates and software upgrades available at time of system commissioning.
Program all network hardware for complete system operation including, but not limited to, all network V-LAN and VPN configurations, quality of service settings, network IP addressing, and monitoring and control settings.  
Network Switches
Supply, install, program, configure and test Network Switches as described herein and as shown on drawings.
Disable all un-used network ports.
Configure VLAN settings for system operation.
Network Router/Firewall
Supply, install, configure, program and test Network Router Firewall units as described herein and as shown on drawings.
Disable all un-used LAN ports.
Configure VLAN settings for security network.
Connect to Government of Alberta network and SuperNet for remote access.
Labeling
0. Supply and install equipment labels as indicated herein.
Attach permanent machine printed laminated label to each wireless transceiver, repeater, network device, cabinet and enclosure to identify the item referenced to system as-built drawings.
Utilize Arial or Helvetica font, black printing on white background.
Apply labels in a consistent manner for each cabinet and enclosure.
Supply and install cable labels.  Refer to Section 28 05 00.
Warranty
Provide a minimum of one-year system warranty covering all installation, cabling, equipment, hardware, and components.
Warranty period to commence from the date of acceptance by the Province.
Acceptance by the Province is indicated by receipt of written statement of acceptance only.
During warranty period repair or replace all failed hardware, cabling, equipment, or components required during warranty period in order to restore system to full function.
During warranty period provide all manufacturer recommended security patches, firmware and software updates for installed equipment.  Provide all network equipment operating system security patches and recommended software updates.
System Faults:
System Failure is defined as:
Failure of any network switch or firewall to reliably connect via the network,
Failure of any network firewall to reliably transmit network traffic, or 
Any network device fails to power-up, or
Failure of any network transceiver or antenna mounting hardware, device or attachment when this may present a danger to staff or the public, or
Device Failure is defined as:
Failure of one or more network powered devices to power up, or
Failure of one or more video cameras to reliably connect to the Provinces Security Network and to transmit video for recording or viewing, or
Failure of any other network system equipment, hardware or cabling.  
SPEC NOTE:  Adjust this article to indicate the appropriate required response time taking into account the project site and availability of contractor’s service personnel. For example, a three-hour response time may be acceptable for an urban project site while a 24 hour response may be used for other locations in the province.

In the event of a System Failure, provide a certified technician equipped to and capable of repairing the failed equipment on-site within three (3) hours of notification.
In the event of a Device Failure, provide a certified technician capable equipped to and capable of repairing or replacing the failed equipment on-site within twenty-four (24) hours of notification.
Notification by the Province of System Faults will be considered complete upon communication of the fault condition to the Contractors designated warranty e-mail account or 24-hour service telephone contact.
In the event that the Contractor does not respond in the times indicated above, the Province may at its sole discretion arrange for warranty service to be provided by another contractor authorized by the manufacturer for warranty repair. The Contractor will reimburse the Province for any cost associated with the work of the third-party warranty provider.   
Provide a warranty summary sheet indicating the applicable manufacturer’s warranty period for each installed system component.  Refer to Section 28 78 33 Project Record Documents.  A sample summary sheet is shown below:


Sample Warranty Sheet
	Component
	Manufacturer
	Model
	Warranty Period
	Effective Date

	Video Camera – Type 1
	Hanwha
	H5A-D01
	5 years
	2021-10-15

	Power Supply
	Lifesafety Power
	12345
	3 years
	2021-10-15

	Motion Sensor – Type 2
	Bosch
	ISC-CDL1-W15G
	2 years
	2021-10-15



Commissioning
Refer to Section 28 08 00 Commissioning of Electronic Safety and Security. 
TRAINING
Provide at minimum the following training sessions
Refer to Section 28 79 00 Demonstration and Training.

SPEC NOTE:  Adjust the training requirements, session quantity and duration of training sessions as required to meet the project and system needs.


	Training Audience
	Session Description
	Session Quantity &  Duration

	System Users

	Session to cover normal system operation, operation of all network equipment, recognition of system and equipment faults, trouble shooting, accessing warranty repair.
	Minimum of two (2) sessions of three (3) hours duration each.

	System Maintainers

	Session to cover information above and preventative maintenance measures, device replacement, and advanced troubleshooting including fiber optic connection cleaning.
	Minimum of two (2) sessions of four (4) hours each.
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