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COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND SECURITY




General
Scope
This section describes items that are commonly required for the proper operation and installation as specified in Division 28.
This section shall be read together with the sections describing specific systems, components and the manufacture, installation, operation and maintenance thereof.
Where a discrepancy is noted between the various sections, notify the Consultant for an interpretation.  In the absence of written clarification, the Consultant will assume that the higher cost solution is applicable for use on the projects.
General Requirements
Provide system complete with all necessary components to provide functions required whether or not each and every item is necessarily mentioned.  All components to be production proven models.  Custom designed units will only be considered for those items that are not currently available on commercial market.  
Selection of system to be made on the basis of quality and suitability of equipment, service facilities, and past performance of contracting firm.
Correct work completed contrary to the intent of the drawings and specifications and bear all costs for same.  Where intent of the drawings and specifications is not clear, obtain clarification from the Province before proceeding with work.  Provide prompt installation of work when coordinating with other trades as in advance of concrete pouring or similar work.  
Where equipment supplied by Division 28 must be built‑in with work of other trades, supply equipment to be built‑in or measurements to allow necessary openings to be left so as not to hold up work.
Before proceeding with installation, Contractor to submit to Consultant for approval a complete detailed proposal as outlined in Clause 1.4 Shop Drawings.
Install all conduit, pull boxes, junction boxes and terminal panels to provide a complete conduit system for each of the systems.
Install all wiring in conduit, unless otherwise specified.
The system, when complete, must perform to complete satisfaction of Province and must be free of all interference from cross-talk, hum, switch and relay noise, etc. All wiring in Communications and Electrical Rooms to be terminated and neatly installed, laced and tagged.
Selection of type of cable to be at discretion of system installer but the system, when complete, must perform to the complete satisfaction of the Consultant and must be free of all interference from cross-talk, hum, switch and relay noise, etc.  All wiring to be terminated in terminal panels, junction boxes, etc., on suitable terminal strips or blacks, and to be neatly installed, laced and tagged where required.  All terminals in terminal panels and junction boxes to be made with solderless connectors to terminal blocks with separate terminal for each conductor.
Coordinate with Division 26 for supply and installation of all backboards, conduit and pull boxes, and installation of junction boxes, device boxes and terminal panels where required to provide a complete conduit system.  Install pull strings in all conduit runs
Supply all specialty junction boxes, device boxes and terminal panels to Division 26 for installation. 
If a particular system requires more or larger conduit, boxes or panels than that shown on drawings, contractor is to allow for such changes in tender price.  No extras will be allowed for additional conduit or increased conduit, boxes or panel size required to accommodate any particular make of system.
Under no circumstances will the Contractor be allowed to reduce conduit and panel sizes or revise layouts without prior written approval of the Consultant.
All wiring for systems to be PVC insulated, shielded, twisted pair, multi conductor or coaxial, as called for or as required.
All materials, equipment, devices, components, wire and cable provided under this contract shall be new CSA approved and listed with ULC as required by code authorities.
Quality Control
Systems shall be installed by a contractor designated and trained by the manufacturer and the Contractor shall provide written confirmation in accordance with Section 28 53 13.
Supply installation personnel trained and conversant with communications cabling practices required for this project.  Supply proof of certification prior to commencement of work in accordance with Section 28 53 13.
Shop Drawings
Submit shop drawings for all Division 28 systems and components in the format as specified in Section 28 53 23.
Operation Manuals
Supply Operation Manuals as specified in Section 28 78 23.  
Protection
Protect all materials delivered to site from damage, dust, and debris.
Secure all materials to prevent from theft, loss and damage.
Protect all installed materials from dust, paint, or other construction hazards prior to commissioning tests.
Protect all active equipment with fan cooling from the effects of dust during the construction period.
Store all materials and equipment delivered to site in accordance with manufacturers recommendations and to ensure materials and equipment remain in good and suitable condition.
Training
Conduct training program for designated maintenance and operating personnel in accordance with Section 28 79 00.  Program to include but not be limited to the following:
Operation:  designated personnel to be trained to accomplish and understand all aspects of system operation.
Maintenance:  designated personnel to be trained to perform routine maintenance on the system.
Training schedule to be established by the Province.  Training sessions to take place after system commissioning and prior to building occupancy.
Memory Protection
In all Division 28 installed systems, provide protection against memory loss due to short duration power failures.
This protection shall take the form of an internal auxiliary power supply for microprocessor and memory components unless it is built from non-volatile components.
The equipment involved shall retain its status during interruptions lasting up to 20 seconds.  It shall not be necessary to reload, reset or reprogram such equipment.
Upon power restoration (either normal or emergency) equipment shall regain its status and resume its operation with no ill effect due to the interruption.
The equipment shall indicate failure of auxiliary power supply by pilot light, message or other acceptable means.
Where specified, equipment may be further protected through the use of uninterruptable type power supplies, battery banks, etc.  The requirement for memory protection under this section still applies regardless of power source.
Transient Protection 
Electronic components forming parts of computerized equipment and system controls are sensitive to transients in electrical power lines and to short duration power outages. Provide protection against disruption caused by these conditions.
Many electronic loads are nonlinear.  AC to DC convertors (rectifiers) and switching mode power supplies are examples of loads in which the load current is not proportional to the instantaneous voltage, or is discontinuous.  Such nonlinear loads create considerable harmonic distortion on the electrical system supplying the loads, even when the source voltage is a clean sine wave.  The nonlinear loads will distort that voltage wave, making it non-sinusoidal.  Prevent this effect.
Computerized equipment may generate spurious emissions in the form of conducted and radiated electrical/ electromagnetic interference.  The operation of sensitive electronic equipment may be impeded by such omissions.  Ensure electromagnetic compatibility is complied with.
Each system specified in Division 28 shall be protected against transients in the power system and in the communication and signaling lines (i.e. spikes, sags, noise or surges).
Protection shall be for both common and differential modes.
The protection shall comply with the requirements of IEEE Standard 472 (ANSI/IEEE C37.90) titles “Guide For Surge Withstand Capability Tests”.
The manufacturer shall install the transient protection devices within the equipment enclosure or case, and clearly label or otherwise identify the components used.
Electromagnetic Compatibility
Emission Limits:
Equipment emission of electromagnetic radiation shall be limited to Class‑B of FCC RULES PART‑15 subpart – J as tested in accordance with FCC measurements procedure MP-4 titled:  “FCC measurement of Radio Noise Emission from Computing Devices”.
The Consultant shall be notified where the above requirement cannot be met.  The Consultant may authorize class-A qualification or any other qualification of limited electromagnetic emission.
Supply only equipment that conforms to the requirements of Canada’s Radiocommunication Act and Radiocommunication Regulations.
Susceptibility Limits:
Equipment shall perform normally in presence of electromagnetic field of one V/m in accordance with ANSI/IEEE C63.12 titled:  “Recommended Practice on Procedures for Control of System Electromagnetic Compatibility”.
The susceptibility to power conducted emission of electromagnetic radiation shall be one volt as defined and measured in the standard.
Equipment shall be capable of performing on supply systems containing notches without false triggering of circuits.  This should be for notch depth of 0.7 of the rated maximum line voltage and width of 250 microseconds as stipulated in the standard.
Notify the Consultant where equipment does not meet the requirements so that corrective measures can be sought.
Regulatory Requirements:  All materials, equipment, devices, components, wire and cable provided under this contract shall be CSA approved and listed with ULC as required by code authorities.
Wireless Systems:
Except as note below, any and all wireless components shall operate in the ISM bands 2.4GHz or 5.3GHz or 5.8GHz or in other unlicensed wireless bands as approved by Consultant.  There shall be no short or long term licensing costs associated with any wireless components of this system.
All wireless components shall be designed to withstand rain-fade and other environmental conditions which may impede transmission.  Contractor will provide information and calculations which demonstrate the capability of the wireless systems to continue operations in inclement weather.
Contractor is responsible for coordination of wireless spectrum and ensuring that systems to be installed do not interfere with each other or with Provinces wireless systems.
Coordination
Coordinate all work with the other trades for scheduling, rough-in, and finishing all work specified.
The Province will not be liable for any additional costs as a result of missed dates or poor coordination of the supplying contractor with other trades.
Products
General
Provide CSA approved products capable of performing as specified.
Where CSA certified equipment and material is not available, submit alternate equipment and material to authority having jurisdiction for special approval before delivery to site.  Provide information on alternate items submitted for approval to Consultant in accordance with Section 28 53 23 Shop Drawings, Product Data, and Samples.
Execution
General
Clamp all wires and cables neatly in position.  If special measures, such as brackets, frames, etc. are required to provide a neat and sturdy configuration, such measures shall be the responsibility of the Contractor.  All electrical connections shall be sound.  Damaged or nicked wires shall not be acceptable; care should be exercised in this regard when stripping wires and cables.  All terminations relying on friction for electrical and mechanical connection shall be tested in accordance with manufacturer’s instructions and shall meet the performance requirements detailed therein.  Electrical tape shall not be used on wires and cables.  Lacing shall be employed wherever possible.  Terminal lugs shall be used on all wiring (particularly where connection is to screw-thread terminals) except where solder or other type terminals may be specified.  Where a number of wires are involved in a harness, terminal fanning strips shall be used unless a multi-pin connector is provided. 
Where wires are connected to lugs which are clamped under screw terminals so as to be removable by loosening or removing the screws, not more than one wire shall be attached to each lug, so that each wire can be removed individually from the screw terminals.  The requirement will not apply in the case of common connections or daisy chaining of distribution circuits which will not need to be disconnected for servicing purposes.  Not more than two lugs shall be attached to each screw terminal.
Enclosures
Make all electrical connections, cross connections, etc. within lockable, covered steel enclosures.  Outdoor enclosures shall be environmentally sealed and gasketed.  Indoor enclosures shall provide dust protection.
Crimping
Crimp connections in accordance with the manufacturer's instructions. Solid conductors may be used with crimp connections only in such cases as crimping resistor leads, etc., where the use of solid conductor wiring cannot be avoided.  In all other cases only stranded wiring shall be used on crimp connections.  All solid conductors connected to terminals by crimping action shall also be soldered.
Soldering
In the case of solder connections, the insulation on individual wires shall not be stripped back more than 1.5 mm from the joint.  Complete soldering so that a positive electrical and a strong mechanical connection is assured.  Do not wrap leads more than once around the terminal.  "Cold" soldered or doubtful joints are not acceptable.  
Insulate soldered connections on the back of connector plugs (i.e., XLR plugs) by means of a short length of insulating tubing or heat shrink placed over each wire in the connector.  Where insulation material is subject to heating during soldering, the material shall be undamaged and the fastened parts shall not be loosened.
Do not solder or tin connections made using compression type (i.e., Phoenix plugs) screw down terminal connectors.
Cabling
Provide only cabling that meets or exceeds all applicable code requirements at time of installation.
Install all wire and cables external to consoles, racks, and electrical boxes within conduit rigidly and securely mounted.  For applications which are indoors or outdoor above ground use metal conduit; applications which are outdoor underground may use plastic conduits where authorized.
Form individual insulated wires into cable harnesses neatly run, properly dressed, supported, and securely tied with flat lacing tape or cable ties.
Where cabling consisting of Unshielded Twisted Pair (UTP) or Shielded Twisted Pair (STP) is installed, form cables into harnesses neatly run, properly dressed, supported, and securely tied with hook-and-loop (i.e. Velcro) type cable ties.  
Ensure, where cabling consisting of Unshielded Twisted Pair (UTP) or Shielded Twisted Pair (STP) is supplied that the cable complies with ANSI/TIA-568C requirements and matches in all respects the cabling supplied for the data/voice communication cabling system under Section 27.  
Ensure, where patch cords consisting of Unshielded Twisted Pair (UTP) or Shielded Twisted Pair (STP) are supplied, that the wire is stranded, insulated and complies with ANSI/TIA-568C requirements and matches in all respects the patch cords supplied for the data/voice communication cabling system under Section 27. 
Refer to item 1.2 above. 
Slack
Install wire and cables as short as practicable except that sufficient slack shall be provided to:
Prevent undue stress on cable forms, wires and connections.
Enable parts to be removed and replaced during servicing without disconnecting other parts.
Facilitate movement of equipment for maintenance purpose.
Allow a minimum of 1 meter slack at all cabinets and enclosures to allow for reconnects due to wire breakage.  Exceptions may be allowed where lead lengths must be kept short for electrical performance reasons (e.g. radio frequency conductors).
Provide sufficient slack for units in drawers and slide-out rack mounts to permit pulling the units out without breaking connections.  
Install all cross-connection wiring, i.e., jumper and hook-up wiring, neatly and with sufficient slack to allow easy tracing by manual methods.  The amount of slack left shall be reasonably standard throughout the installation.  
Wire parts mounted on a hinged door (e.g. panel-door) by means of a single cable, arranged to flex without being damaged when the door is opened and closed.  However, if physical separation between wires is essential for electrical reasons, or if the number of wires involved is so great as to make a single cable impractical, more than one flexible cable may be employed.
Protection
Place and protect wire and cable to avoid contact with rough or irregular surfaces or sharp edges.  Where wires run through holes in metal or issue from conduit, protect wire by using suitable grommets or bushings.  
Support
Support and secure wires and cables to prevent stress on conductors and terminals.
Clearance
Maintain clearance between wire and cables and heat emitting parts, to avoid deterioration of the wires or cables because of heat dissipated by these parts.
Separate signal cables and power cables to avoid induced noise or voltage effects.
Splicing and Joining
Do not splice wire and cable. 
Do not install connectors inside conduit runs.  
Where connectors are used on cable assemblies supply and install locking type connectors which will not disengage under tension.
Inductive and Capacitive Effects
Locate wire and cables including harness wire and cables so that inductive and capacitive effects do not adversely affect system operation.  Increase the amount of twist in paired wires over the length of wire not covered by the cable sheath.
Supervisory Circuits
Where resistors are used for circuit supervision, install resistors at field (device) end of the circuit only.  
Fire Stop Protection
Ensure that protection of fire separations and barriers is maintained.  
Where cable must be run through fire separations utilize only methods as approved by Consultant and in compliance with requirements of the Alberta Building Code.
Prior approval for each fire barrier penetration is required.
Where fire stop material is disturbed for any reason, replace the material or place new approved fire stop material, and ensure that the fire barrier then resulting meets the barrier requirements specified on Architectural plans.  
Labeling
Label all system wiring at both ends.  Cable number designation will be identical on both ends of individual cables and will be referenced on system as-built and record drawings.
Label all wire and cable with suitable identification code affixed to cable jacket near terminations.  Labels to be permanently affixed, vinyl, plastic or similar material. Machine printed labels only are to be used.  Hand printed labels are not acceptable.
Provide sample cable label nomenclature for review and approval within Shop Drawing submission. Refer to Section 28 53 23.
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