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LEGAL DISCLAIMER

The IT Disaster Recovery Planning Toolkit has been prepared and made available to Alberta school
authorities forgeneral information purposes only. The information herein does not constitute legal
advice, norshouldyourelysolely onthe toolkitin orderto assess risk or make plans. The content may
be, or may become inaccurate orincomplete, and particular facts unique to your situation may render
the contentinapplicabletoyoursituation. The toolkitis but one source of information availabletoyou.
You may wish to consider multiple sourcesin orderto make plans.

The Government of Alberta does not accept liability forany loss or damage arising from, connected
with, or relatingtothe use or reliance on the toolkit by you or any other person. School authorities
remain wholly responsible forevaluatingthe completeness and effectiveness of theirown ITdisaster
recovery plans.
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l. INTRODUCTION TO GUIDE

WHY DOES YOUR SCHOOL AUTHORITY NEED AN IT DISASTER RECOVERY PLAN?

Learning and Technology Policy Framework Policy Direction 5:1

All students, teachers, administrators and other education professionals have access to
appropriate devices, reliable infrastructure, high-speed networks and digital learning
environments.

Actions
School Authorities:

d. ensure administration of safe and secure networks, infrastructure and technologies
f. provide and maintain timely technical supportand services

g. adoptand maintain effective practices and up-to-date technological standards with respect to
Information Technology (IT) governance, ITmanagementand information security
management

Imagine this. It’s early June and floodwaters have peaked. Your school authority’s data centre is under
three feet of water. The servers that hold yourfinancial and studentinformation systems are in that
data centre. The community has been evacuated, including the staff and students from three local
schools.

How doyou respond?
The nextdisaster could happen to you — soonerthan you think.

Disasters such as the 2011 Slave Lake wildfire, the 2013 floods in southern Alberta and the 2016 Fort
McMurray wildfire remind us that disasters can happentoanyone at any time. Everyyearin Alberta,
significantunforeseen events likefires, floods and severe weatherimpact the day-to-day operations of
school authorities. Even minorincidents such as a burst water pipe or smallfire canresultin a significant
disruptionif risk mitigation strategies have notbeen putin place. These disruptive events can last as
little as a day or can have such a significantimpact that full recovery can take years.

Your school authority is more reliant on technology services and infrastructure than you think.

School authorities are increasingly dependent on technology services and infrastructure for providing
learning, teaching and administration services. Loss of service can significantlydisrupt school operations
and may put personal student or staff information at risk of unauthorized access, disclosure or
destruction.

1 Alberta Ministry of Education. (2013). Learning and Technology Policy Framework (LTPF). Pg. 39-40.Retrieved
from Alberta Education website:|https://education.alberta.ca/media/7792655/learning-and-technology-policy-
framework-web.pdf.
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You need an IT disaster recovery plan more than you think you do.

Duringa disaster, youand yourteam need to know who theirstaff and students are and how to contact
them. People needto be paid. Operationsin schools notimmediately affected by the disaster need to
continue. The confidentiality, integrity and availability of information needs to be safeguarded.

By preparing a formal IT disasterrecovery plan and exercising the plan, you can reduce the probability
and impact of a disruptive event on yourschool authority.

WHAT IS AN IT DISASTER RECOVERY PLAN?

e An|ITdisasterrecovery plan documents:

o school authority leadership’s objectives for disaster recovery;
o) whois onthe disasterrecovery team andtheirroles and responsibilities; and
o detailed procedures for protecting and recovering required technical services aftera

disruptive eventsuch as a flood or fire.
e |Tdisasterrecovery planningdoesnotinclude:

o managingroutine incidents such as minorhardware failures. The IThelp desk orservice
desk typically handles routineincidents through ITincident response procedures.

e T disasterrecoverycaninclude, butshould notbe limitedto, creating serverand data backups.

o The time required torestore from backup may not meet the organization’s
requirements and timelines to restore core services.

HOW DOES DISASTER RECOVERY FIT WITHIN BUSINESS CONTINUITY MANAGEMENT?

e Business continuity managementfocuses on assessing how threats to a school authority could
impactits critical education and business functions and planning an effective response.

e Disasterrecoveryisacomponent of business continuity management. It focuses on recovering
critical information technology and telecommunications services afteradisruptionto ensure
that critical education and business functions can continue within an acceptable period of time.
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BUSINESS CONTINUITY MANAGEMENT

e An organization-wide discipline and complete set of processes to identify potential impacts which
threaten an organization.

e Provides capacity for effective response that safeguards reputation and the interests of major
stakeholders.

CriSIS MANAGEMENT

e The overall co-ordination of an organization’s response to acrisisin an effective, timely manner.
e Intendedtoavoid orminimize damage to organization’s profitability, reputation and ability to operate.

Emergency Disaster Recovery Business Continuity
Response

ContingencyPlan

e The ability of an e Aimsto safeguard
e Reactionto an organizationto the interests of an
emergency or provide critical IT organizationandits
incident. and key stakeholders by
telecommunications protecting critical
services afteran functions against
incident. disruptions.

e Planforresponding
to a disasteror
emergency that
threatensto disrupt
continuity ornormal
organization
activities.

e Intendedto
protect human life

and key

organizational Intended to ensure

assets. that critical
functions continue
withinan
appropriate period
of time.

Intended torestore
operational
capabilities.

Figure 1: Overview of Business Continuity Management?

WHO IS INVOLVEDIN IT DISASTER RECOVERY PLANNING?

e Theschool authority’s ITleaderor designate typicallyleads IT disaster recovery planning efforts.
Itisimportantto involve adiverse group of people including trustees, the superintendent,
seniorleadersand principalsin setting priorities to ensure that IT disaster recovery plans meet
organization needs.

e ThelT leaderoften works with the ITdepartmentand possibly contractors to determine
technical approaches andto develop and testrecovery plans.

2 Goh, Moh Heng (2008). BCMPedia. A Wiki Glossary for Business Continuity Management, Crisis Management and
Disaster Recovery, BCM Institute. Retrieved from BCMPedia website: http://www.bcmpedia.org
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How DO YOU DEVELOP AN IT DISASTER RECOVERY PLAN?

Developingan IT disasterrecovery planinvolves choosing the right people to be involved, following a
process and selecting technologies.

If your organization does notyet have a processin place to

develop, maintain and exercise a disasterrecovery plan, consider

initiatinga project with adesignated projectleaderand team People
memberstodevelop the first version of yourIT disasterrecovery

plan.

+

Once your school authority hasidentified who should be
involved, the team: Process

obtains seniorleadership authorization and commitment
to developingaplan; +

works with key members of your organization to establish
planning priorities based on risks and the criticality of Technology
technology services;

establishesroles and responsibilities for developing and

carrying out the disasterrecovery plan; Figure 2: Needed Components for

determines technical approach and budget; and Developing Disaster Recovery Plans

develops andtestsrecovery plans regularly, especially if there are changes to applications or IT
infrastructure.

Leaders monitorand evaluate progress throughout to ensure that disaster recovery planning stays on
track and achievesintended outcomes.

Start with the simplest acceptable disaster recovery plan and improve your plan over time.

IT Disaster Recovery PlanningGuide




Il. OVERVIEW OF DEVELOPING A DISASTER RECOVERY PLAN

Developingan T disaster recovery planinvolves choosing the right people to be involved, following a
process and selectingtechnologies. The following section discusses roles and responsibilities to assistin
determiningwho should be involved with developing the plan.

ROLES AND RESPONSIBILITIES
Developingan IT disasterrecovery planrequires involvement from two main groups:

1. A steeringcommittee to make decisions, authorize timeand resourcesand provide oversight;
and

2. A workinggroup that determines technical approach, develops service recovery plansand
tests/implementsthe plan.

When determining who should participate in each group, consider decision-making authority, resources
available tothe person, and theirknowledge, skills and attributes.

It is not necessary to establish an additional steering committee for disaster recovery if
there is an existing governing body with an appropriate mix of stakeholders. At minimum,
the steering committee needs to have representation from trustees, the superintendent,
senior leaders, the IT leader and principals. A technology advisory group or change advisory
board could work if it has sufficient decision-making authority.

=%

Also, a separate working group may not need to be formed if only one or two people will be
developing and testing the recovery plan and they are members of the steering committee.
The most critical aspect of planning is ensuring that stakeholders outside of the IT
departmentareinvolved in the process.

The steering committee provides oversight to the development of the disasterrecovery plan. This
group:

e authorizesthe projecttostart;

e identifiesandassigns membersto the working group based on availability and subject matter
expertise;

e approvesthe scope of work;

e allocatesresourcestothe work;

e ensuresresourcesare availablewhenrequired;

e reviewsandapproves policies, procedures and standards related to disaster recovery;

e reviewsand validates strategy to communicate disaster recovery activities to stakeholders and
employees;

e monitorsimplementation;and

e removes barriers to the successful completion of the disasterrecovery plan.
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The working group performs the work of the projectand provides advice to the steering committee to
support decision-making, including:

why this work isimportant;

recommendinginitial scope;

recommending resource allocations;

advising of barriers and recommending solutions; and

communicating the status of the work to develop, implementand testthe IT disaster recovery
plan.

The following diagram shows an overview of the main tasks each groupis involvedinwhen developing
the disasterrecovery plan.

DISASTER RECOVERY
WORKING GROUP

DISASTER RECOVERY
STEERING COMMITTEE

Obtain Management Recommend Planning
Authorization and Priorities
Commitment

Approve Planning Determine Technical
Priorities Approach

Build Awareness and Develop and
Understanding Implement Plan

Test Plan
Monitor and Evaluate

Figure 3: Division of Work for Effective Disaster Recovery Planning
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THE IT DISASTER RECOVERY PLANNING PROCESS

Disasterrecovery planningis an ongoingand iterative process. Each stepincludes several activities to be
performed. Duringinitial development of the disasterrecovery plan, steps4and 5 are repeated several
times, eachtime focusing on developing and testing recovery plans foradifferent set of IT services.

Afterobtainingleadership commitment to the disaster recovery planning programinstep 1, steps 2
through 6 are repeated periodically. ITservices are dynamic —new services are created and outmoded
servicesare retired. Priorities and disaster recovery plans must be revisited periodically to ensure that

theyare current.

Obtain Establish

Commitment Planning Determine
and Authorization Priorities Technical
Approach

Build
Awareness and

Understanding Develop
and

Q
) o
= =
B Implement g
% Plan ?
O >
®

&
N

0 -

Or
and Evaluate

Figure 4: IT Disaster Recovery Planning Process

0 Afteryourinitial disasterrecovery plan is created, consider performing annual reviews to
determine what changes are needed and update the plan accordingly.

=%
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Step 1 OBTAIN MANAGEMENT COMMITMENT AND AUTHORIZATION

1.1 WHAT IS INVOLVED?

1.2

Increase awareness of disasterrecovery planning and the importance of leadership support.
Increase understanding of whatisinvolved in disaster recovery planning.

Determine who needs to be involved in disaster recovery planningand why.

Estimate costs and resources.

Obtain authorizationto proceed.

Setup an IT disasterrecovery plan steering committee oridentify an existing governing body to
oversee the implementation of the plan.

WHY IS THIS IMPORTANT?

Effective disaster recovery planning requires commitment fromall business areas and all levels
of management.

Leadersinyour school authority need to understand why disasterrecovery planningis
important, sothey give itthe time, attention, resources and budget necessary.

Obtaining authorization commits the school authority to having a disasterrecovery plan and
increases the probability that that the disaster recovery program will be sustainable. It also
facilitates the development of adisasterrecovery plan by making it easierto obtaintime and
resources from otherareas of the organization.
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1.3 WHO NEEDS TO BE INVOLVED?

Superintendents, seniorleadersand the ITleader should be involved in authorizingthe IT
disasterrecovery program.

Authorize Disaster Recovery
Planning Program
Input Decide

Trustees
Superintendent
Secretary Treasurer
SeniorLeaders
Business Areas

IT Leader

IT Team

Principals
Secretary Treasurer

Figure 5: Authorize Disaster Recovery Planning Program Task Matrix

1.4 How DO WE DO THIS?

Gatherbackground information:

Determineif thereisanadministrative procedure or policy in yourschool authority that
specifiesthe requirementto create and maintain a business continuity plan or disasterrecovery
plan.

Determine if yourschool authority has adisasterrecovery plan, and the date of its | ast update if
appropriate.

Determineif ITservicesareincludedinthese plans,andidentify any gaps or outdated
informationin the documentation.

Determine whois responsible for maintaining your school authority’s disaster recovery or
business continuity plan and consider meeting with him or herto gaininsightto guide
development of the IT disasterrecovery plan.

Determine next steps:

Meet with key decision-makers to determine theirlevel of awareness and support for
developingan ITdisasterrecovery plan, and to determine how to presentto seniorleaders, how
to obtain formal authorization to proceed, if itis necessary to develop an administrative policy
or procedure, etc.

If necessary, prepare a brief presentation for seniorleaders that outlinesthe issue, including
why thisimportant, what has already been done, an overview of the process and next steps.

lliss

Make disaster recovery relevant to senior leaders by communicating the benefits of disaster
recovery planning in their terms. A presentation template for building awareness and
understanding with senior leaders is included with this toolkit and can be customized for
your context.
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e Identifyan existing governing body with the right mix of stakeholders orforman IT disaster
recovery plan steering committee if needed. Consider knowledge, skills, attributes, decision-
making authority and available resources when forming the committee. See section Roles and
Responsibilities on page 10 for more information on how to do thisand the role the committee
will play.

e [fitis necessarytodevelop orrevise anadministrative regulation or procedure, follow your
school authority’s current process for development, review and approval. Formal authorization
may require creating oramending an administrative procedure. Consult with appropriate
personnel foradvice on how to proceed.
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Step 2 ESTABLISH PLANNING PRIORITIES
& g

2.1 WHY IS THIS IMPORTANT?

e Givenlimitedtimeand resources, prioritizing risk reduction and recovery efforts based on
service criticality and level of risk to the organization supports effective budgeting.

e Settinga reasonable scope of servicestoinclude in the first version of the disasterrecovery plan
reduces the risk of taking on too much and feeling ove rwhelmed.

2.2 WHAT IS INVOLVED?

At this stage, the school authority prioritizes services forrecovery and sets the scope of initial planning
efforts by determining and documenting the impact of a disruption to key IT services on the
organization.

Phases for Establishing Planning Priorities

I

Figure 6: Phases for Establishing Planning Priorities

e Prioritized list of technologyservices including maximum allowable downtime and maximum
allowable dataloss foreach.

Required outcomes/outputs:
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2.3 WHO NEEDS TO BE INVOLVED?

Identify Assess Prioritize
Critical Services | Impact of Outages IT Services

Input | Decide Input Decide | Input | Decide

Steering Committee

Trustees

Superintendent

Secretary Treasurer

Senior Leaders

Business Areas
IT Leader

Working Group

Principals

Figure 7: Establish Planning Priorities Task Matrix

2.4 How DO WE DO THIS?

Business Impact Analysis and Risk Assessment

e Work with business areas toidentify critical business and education services, and determine
how quickly each service must be restored to meetthe needs of the school authority.

e |dentifythe supportingtechnology applications or services used for each business oreducation
service. Include dependencies on back office ITservices.

e |dentifyIT processes fundamental to supportthe recovery of IT services and applications. For
example, incident management, change management and access provisioning.

0 Refer to thelist of services from your IT service portfolio or service catalogue if you have
é one. If not, create a list of applications in use by other areas of the organization.

Assess Impact of Service Outages

When assessingimpacts, consider those that relate to your school authority’s overall objectives and its
stakeholders such as:

e theimpact onstaff;

e theimpact of damage to, or loss of premises, technology orinformation;
e theimpact of breaches of regulatory requirements;

e damage to reputation;

e damage to financial viability;

e deterioration of service quality; and

e environmental damage.
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The impact assessmentidentifies the IT services necessary to enabletime critical and essential business
and education processesto continue operating ata minimum acceptable level.

Key question: What is the impact of a technical service outage on the school authority? Could an outage
affect student orstaff safety? Could it affect the organization’s reputation?

Setup a meetingwith seniorleaders and representatives from various areas of your organization to
discussthe impact of IT service outages ontheirareaandthe organizationasa whole.

Additional questions to discuss:

e Doestheimpact vary by time of month or year? Are there any specificdeadlines that
organization stakeholders must meet?

e Whatisthe maximum allowable outage time for each critical business or education service?
e How feasibleare manual workarounds?
e How soondoeseachtechnology service needto be available? (recovery time objective)

The recovery time objectiveis the goal for how fast to restore technology services aftera
disruption (based on the acceptable amount of down time and level of performance)3. For
example, arecovery time objective of 24 hours with local accessibility for payroll services
means that the payroll application must be up and running within 24 hours as well as
accessible locally.

e How muchdata or information can we afford to lose? (recovery point objective)

The recovery point objectiveis the goal forthe pointat which to restore data or
information afteradisruption (based on the acceptable amount of data or information
loss)3. Forexample, arecovery point objective of 6 hours for payroll services means that
the payroll data must be backed-up every 6 hours so that no more than 6 hours of data
enteredintothe payroll applicationis lost afteradisruption.

data loss tolerance disruption tolerance
[ 1 [

RPO EVENT
Recovery Point OCCURS
Objective

Figure 8: Recovery Time Objective and Recovery Point Objective

3 Disaster Recovery Institute International. International Glossary for Resiliency. Retrieved July 23, 2015 from:
https://www.drii.org/assets/glossary_doc/International_Glossary for%20 Resiliency 06102014.pdf

IT Disaster Recovery PlanningGuide




Assess Risks

Key question: What are the threats and vulnerabilities that could cause disruptions to the IT services,
applications and processes identified in the businessimpact analysis at the beginning of step 2?

Prioritize Services
Key question: What is the orderand priority forrecovering services?

This stepinvolves classifying and prioritizing services. Based oninformation gathered in step 2, each
service can be classified as follows*:

Service Classification | Recovery Time Objective

Critical within 24 hours

Vital within 72 hours

Necessary within 2 weeks

Desired longerthan 2 weeks but necessarytoreturn
to normal operating conditions

Figure 9: Service Classifications

Once you have classified services and confirmed them with other areas of the organization, determine
the priority of services within each classification.

Questions to discuss when considering priorities:
e Doestheservice affect student or staff safety?
e Doestheservice affectthe ability of the organization to communicateto stakeholders?
e Doestheserviceinvolvevital records?
e Arethere monthlyorseasonal variationsinthe importance and priority of this service?

e Doestheservice affect the ability of the organization to pay employees or suppliers?

Doesthe service needto be restored before othercritical services?

0 Completing step 2 of the IT Disaster Recovery Workbook included with this toolkit will assist
é with prioritizing services.

Set Scope
Key Question: For which services will we develop aservice recovery plan?

Afterestablishing priorities, determine which services you will develop and document recovery
procedures forinthe firstiteration of the disasterrecovery plan and which will be leftto a later date.
Revisitthis before budget planningtime, and reinforce the need to continue. Then propose which
services could be planned during the upcoming fiscal year, and negotiate priorities by encouraging
leadersto considerthe cost, value and risk of the planning effort.

4 Alberta Emergency Management Agency. Business Resumption. Retrieved November 20, 2015 from Alberta
Emergency Management Agency website: http://www.aema.alberta.ca/business-resumption

Note: Alberta Emergency Management Agency uses the term service categories. This document uses the term
service classifications in order to avoid confusion with Service Portfolio terminology.
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Step3  DETERMINE TECHNICAL APPROACH

5 -~

3.1 WHY IS THIS IMPORTANT?

With limited time and resources, this step focuses your efforts and resources on where they will make
the most difference fordisaster recovery planning. This stage is critical for determining how to meet the
organization’s needs identified in step 2: Establish Planning Priorities.

3.2 WHAT IS INVOLVED?

This stage involves determining how much toinvestin preventingadisaster (such as by having
redundant components orequipment)as opposed to recovering from adisaster.

Afterestablishinginvestment priorities, determine the facilities and technologies needed as well as how
much they will costand a proposed schedule forimplementation.

Desired outcomes/outputs:

e prioritized list of technology services with proposed approach to either prevent/reduce risk or
focus on recovery options;

e proposed facilities/technologies required to meet organization requirements;
e labourand technology cost estimates toimplementapproach; and

e proposedscheduleforimplementation.

Figure 10: Determine Technical Approach
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3.3 WHO NEEDS TO BE INVOLVED?

e ThelT leaderand working group research and recommend technical approaches.

e Seniorleadersandthe|Tleaderdecide the best cost/benefitapproachto disasterrecovery.

Determine Develop Facility Develop Cost
Technical and Infrastructure Estimates and
Approach Plan Schedule
Input | Decide Input Decide Input Decide
Steering Committee h

Trustees
Superintendent
Secretary Treasurer
Senior Leaders
Business Areas

IT Leader

Working Group
Principals

Figure 11: Determine Technical Approach Task Matrix

3.4 HoOw DO WE DO THIS?

Determine Technical Approach for Each Service

Usingthe prioritized list of technology servicesidentified in the step 2: Establish Planning Priorities
phase, determine whetherto follow a strategy of preventing outages (through implementing redundant
components, etc.) orto focus on recovery options such as manual workarounds and alternate sites to
recovertechnology services and applications within the required timeframe. Consider the following
factors when determining the technical approach:

e Recoverytime objective and recovery point objective: Services with ashort recovery time
objective orrecovery point objective are more likely to require a preventative approachin order
to meetorganizational needs. It may not be possible torecoverservices quicklyenough.

e Risks and risk mitigation strategies: Each service faces numerous risks, which would be time
consumingtoidentify and mitigate. A more effective use of time isto determine atechnical
approach forhandling each of the followingfive risk scenarios, such as a redundant failoversite,
redundant network components or relying on backups. This will address the majority of risks to
aservice.

Risk Scenario | Scenario Assumptions (adjustas needed) Recommended Technical
Approach to Address Risk

e Permanentdestruction of facility (data centre or

Loss of facility place of work).

througha . . . -
& . e Includesdestruction of allitems inthe facility (e.g.
destructive .
infrastructure, records, etc.).
event

e Otherfacilities are still available.
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Risk Scenario | Scenario Assumptions (adjustas needed) Recommended Technical

Approach to Address Risk

Loss of physical | ¢  Facilityistemporarily inaccessible.
accesstoa e Employeescanreturnonce the eventhasbeen
facility resolved.

e Internetandintranetaccessistemporarily

unavailable.

Loss of . . -

o Networkaccess will be available within 72-168
network hours

e Remote VPN accessis available immediately.

e Applications are temporarily unavailableand may
needto be recovered.

L f
OSS.O . e Applications will be available within 72-168 hours.
applications . C

e Recovery pointobjective is within 24 hours for

most applications.

e Absenteeismrisestoa level thatsignificantly
Loss of impairs ability to operate normally.

e 50% of staffin each area are unavailableforseven
employees

days.
e Notall employeesreturntowork afterabsence.

Choosing preventative approaches such as having redundant equipment or planning for faster recovery
times typically costs more money and requires more resources. Some areas of the organization may
needtoaccept longerrecovery time objectives or recovery point objectives due to budget orresource
constraints.

Consider following a preventative or risk reduction approach fortechnology services where
outages have a high impact in a short timeframe and a recovery approach fortechnology
@ services with lower impacts that take longerto develop.

See step 3 of the IT Disaster Recovery Workbook included with this toolkit to support
discussions on this topic.

Develop Facility and Infrastructure Plan

Key questions:
e Facility Plan: Where will we gowhen adisasteroccurs?
e Infrastructure Plan: How will we restore ourinfrastructure services?

Work with yourteam tofind an alternate site that has the power, infrastructure and space requirements
neededtorestore yourlT services. The alternatesite should be a sufficient distance away fromyour
primary site so that a disaster does not affect both sites.

Develop Cost Estimates and Schedule

Prepare labourand technology cost estimates and a proposed schedule forimplementation. Negotiate
and obtain approval fromthe IT Disaster Recovery Plan Steering Committee (orequivalent body).
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Step4  DEVELOP AND IMPLEMENT PLAN

O s

Step 4 iswhere the IT Disaster Recovery Plan Working Group focuses its efforts. During this step, the
team developsthe detailed contents of the plan, including:

e determiningwhodoeswhatduringan event, includingwho can declare adisaster, who has
what authority to purchase equipment, etc.; and

e developingprocessestorespondtoan event,includinghow anincidentis assessed to
determine if adisastershould be declared, how services will be recovered, and how normal
operations will be resumed.

While some activities in this step, like determining who can declare a disaster, will be
@ performed only once, other activities, like developing recovery processes, will have to be
- doneforeach service.

4.1 ESTABLISH ROLES AND RESPONSIBILITIES

® b

Why is this important?

Itiscritical to establishrolesand responsibilities beforehandin orderto respond effectively toa
disaster.

What isinvolved?

e Establishrolesand responsibilities (see section 4.1 Roles and Responsibilities in the IT Disaster
Recovery Plan Template for suggestions).

e Decide whowill lead disasterrecovery efforts and who will handle the technical recovery.
e Designate alternatesin case primary members are not available.

e Documentrolesand responsibilities as well as the call listin section 4 of the disasterrecovery
plan. (A call list specifies names, roles and contact information of leaders and team members
responsible forrespondingtoanincident oreventand handling recovery efforts).

Who needs to be involved?

e SeniorleadersandITleadersdefinerolesand responsibilities including who will lead from the
businessside.
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e ThelT leaderand working group determinewho willbe responsible foreachrole required forIT
disasterrecovery.

Establish Roles and Responsibilities
Input Decide

Steering Committee
Trustees
Superintendent
Secretary Treasurer
SeniorLeaders
Business Areas
Working Group
Principals

Figure 12: Establish Roles and Responsibilities Task Matrix

How do we do this?

e Meetwiththe working group to determine who will do what during disasterrecovery (see
planning templateforsuggestions).

e Meetwithseniorleaderstodiscussand approve rolesand responsibilities.

e Documentrolesandresponsibilitiesin the disaster recovery plan.

4.2 DETERMINE DISASTER RESPONSE PROCESSES

Overview

Respondingtoadisasteroccurs inseveral phases as shown below. Afteran eventoccurs, the team
assessesthe eventand determines whetherto declare adisaster. If a disaster has occurred, the team
initiates recovery of the ITservice(s), inan alternate location if necessary. Once required IT Services are
up and running, the team can focus on resuming normal operations. The finalphase is to conduct a post-
eventreview todiscusslessonslearned.

EVENT 1 2 2 4
OCCURS Assess Recover T EH ) E ETEY

« Detect incidents o Notify team normal « Conduct post-event

review

* Assess severity « |nitiate recovery operaﬁons

e Escalate » Communicate b .
progress « Initiate project

e Support recovery e Communicate plans
team

e Assess impact
» Declare disaster

Figure 13: Disaster Response Process Overview
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The phases of the disasterresponse includea number of key processes thatyou need to develop, test
and add to the disasterrecovery plan.

Why do you need to develop disaster response processes?

Determining and documenting key processes for responding to a disasterincreases the speed and
effectiveness of response.

What isinvolved?

This phase involves developing, testing and documenting key processes for each step of response.

Who needs to be involved?
e ThelT leaderand working group develop and document disaster response processes.

e ThelT leaderapprovesthe processes.

Determine Disaster Recovery
Response Processes
Input Decide

Steering Committee
Trustees
Superintendent
Secretary Treasurer
SeniorLeaders
Business Areas

IT Leader

Working Group
Principals

Figure 14: Approve Disaster Response Processes Task Matrix
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How do we do this?
This section contains key questions to discuss with yourteam and guidance for developing key processes
for each phase of the disasterresponse.
Assess
Key question:
How do we determineif adisasterhas occurred? What criteriawill we use?
Processes to develop:
e Assessseverity of incidentor event:

o documentthe process fordeterminingthe severity of the incident orevent
and provide escalation criteria; and

o documentlinkages with service desk processes that detectincidents.

e Escalate severeincidents: document the escalation process for engagingthe IT
team and seniorleadership to assessthe impact of the incident.

e Assessimpact: determine information needed to declare adisastersuch as
approximate amount of damage and estimated recovery time. Recommend a
response to leadership torecoverin place orto declare a disasterand begin
recoveryinan alternate site.

e Declare disaster: establish and documentclearcriteriaforwhento declare a
disasterand a delegation of authority process so that IT team members are
empoweredtoactif designated leadersare not available.

Handle minor incidents causing service outage through incident response
procedures. Escalate severe incidents or events such as loss of all
communications, loss of power, flooding/fire, orloss of the building to
appropriate personnel.

= )

Recover
Key questions:
e How dowe mobilizethe disaster recovery teamand initiaterecovery?
e How dowe communicate progress? Whom dowe needto keepinformed?
e How dowe take care of the disasterrecoveryteam’s needs (food, water, rest, etc.)?
Processesto develop:
Notify team

e Documentthe call out process to ensure quick mobilization of disaster recovery
team.

Initiate recovery

e Documentprocessforactivating disasterrecovery plan, setting up recovery site and
recovering systems based on priority.
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Processesto develop (continued):
Communicate progress

e Documentsuggested communication channels, identify key stakeholder groups and
recommend frequency of communication.

Support recovery team
e Establishsystemsand policiesto ensure the recoveryteamis gettingenough food,

waterand restto be effective.

e Provide guidance fordealingwith personal needs of employees such as time off for
family matters, injury orloss of property.

Disasters can create a great deal of stress. Team members may work long
@ hoursandtry to push through exhaustion, which can cause additional
problems. Plan ahead to ensure people are taken care of.

Resume
Key questions:
e How dowe returnto normal operations?
Processesto develop:
Resume Normal Operations:

e Documentthe processforresuming normal operationsincluding ensuring readiness
to resume and communicating plans to stakeholders.

Review

Conduct review

e Determinelessonslearned. Include broad based group of stakeholders for the
post-eventreview.

4.3 DeVELOP DETAILED SERVICE RECOVERY PLANS

Why is thisimportant?

IT team members with knowledge of how to restore the systems may not be available when adisaster
occurs. Enough documentation needs to existforothers to be able to restore the systems.

What is involved?

For eachservice includedinthe currentscope, develop adetailed service recovery plan by gathering
detailed requirements, analyzing and documenting arecovery plan, implementing the required recovery
technologies and performingaunittest.
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Figure 15: Develop Detailed Service Recovery Plans

Who needs to be involved?

The working group is responsible for developingand documenting detailed service recovery plans.

How do we do this?

Start with a simple service the first timeyou go through this process to become familiar with the process
and setthe foundation for future success. Next, select services based onthe prioritized list developed
earlier.

As you gatherrequirementsand determine the required approach, you may need to renegotiate budget
and resourcesin orderto implementthese plans.

Gather Detailed Requirements
e Gatherinformationaboutthe currentset-up of the service including:
o serverand storage configuration (forin-house services);
o networkand security requirements; and
o application configuration details.
Analyze
e Determine recommended technical recovery approach

Consideryouralternatives for recovery such asrunning onidentical hard ware ora virtual
machine inyourrecovery facility, sharing equipment with a partnerorganization or using a
cloud-based disaster recovery environment. Consider time and cost constraints.

e Gatherfacility requirements

Determine requirements for restoring the servicein yourrecovery facilityif needed (e.g. space,
power, telecommunications, etc.). Cloud-based services probably willnot need this step.

¢ Identifyand analyze dependencies

Determine dependencies on infrastructure services and any otherservices.
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e Determine how much documentationis needed

Determine the level of detail needed for recovery documentation. Select the level of
documentation based on criticality and/or complexity of service with higherlevels of
documentation needed forservices that are more critical and/or complex.

Select the minimum level of documentation possible that reduces risk to an acceptable
@ level. Higher levels of documentation require more time to create and maintain. They also
- get out of date more easily.

Level 2 Level 3

¢ Document recovery ¢ Document detailed
architecture recovery procedures

* May include test data

Level O Level 1

¢ No documentation ¢ Document current state

* Recover on an ad-hoc ® Recover on an ad-hoc
EN basis

and test plans

Figure 16: Determine how much documentation is needed

Document
Level 0 — No Documentation

e List name of service in disasterrecovery plan andindicate thatthere isnorecovery plan.
Include minimal current state information such as where backups are stored.

Level 1 — Current State Documentation
Gather current state documentation, including:

e networkdiagramsand configuration;

e storage configuration;

e application configuration;

e backup/restore details;

e administration credentials;

e vendorcontact details;

e |ocationofiinstallation mediaand licensing; and
dependencies on otherservices.

Level 2 — Recovery Architecture Documentation

¢ |nadditiontolevel 1documentation, alevel 2 plan documents the recovery environment
including recovery facility location and required components such as power, A/C, racks, and
network connectivity. It also documents how to recover the infrastructure, dataand
applications used by the service and any dependencies on otherservices.

e |Ifpossible,setuptherecoveryfacility location so thatthe documentationis applicableto
the specificfacility.
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When developing the documentation, assume that team members completing the recovery

[ ]
are familiar with the systems and understand their configuration and setup.

Note: Guidance on designingtechnical architectureforthe recoveryssite is outside of the scope of
this guide.
Level 3 — Detailed Recovery Documentation

e Inadditiontolevel 2documentation, alevel 3planincludes detailed recovery procedures

for the service.
Assume thatteam members completing the recovery are NOT familiar with the systems and
required configuration and setup. Include screenshots and detailed descriptions.

For services in the current scope, document the current state of services (level 1) to begin
@ with and increase documentation as needed in future iterations. With time and dedicated
- people, you can recover your systems with level 1 documentation.

Test
Meet with a team memberandverbally gothrough the process documentedinthe planto

identify gaps, bottlenecks or other weaknesses.
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Step5  TEST THE PLAN

5.1 WHY IS THIS IMPORTANT?

Testingisthe most important part of developing adisasterrecovery plan. Youdo not know if
your disasterrecovery plan will workin areal disaster unlessyou testitahead of time.

5.2 WHAT IS INVOLVED?

Itisimportantto testyour disasterrecovery plans afterinitial developmentand to retest them
periodically on an ongoingbasis.

There are differenttypes of tests varyingin complexity and amount of time and resources to
complete. Tabletop walkthroughs where team members verbally go through stepsinthe plan
are least time consuming. Disaster simulations and full failover testing requires more time and
resources.

The following activities could be included as part of the testing:
o define exerciseandtestactivitiesinthe testplan;

o assignrolesand responsibilities for performing disaster recovery plan exercises and
tests;

o invite end usersto participate inthe exercises;
o includerestoringfrom backup as part of the test activities;
o document post-exercise debriefingand analysis; and

o documentrecommendationsforimprovingthe disasterrecovery plan based onthe
results.

5.3 WHO NEEDS TO BE INVOLVED?

Initial testing and tabletop walkthroughs involve the disasterrecovery team. Simulations or full
failovertestingrequireadditional peopleto be involved to make them more realistic. The IT
leaderand/orthe steering committee need to be involved in determining when to run a disaster
simulation orfull failovertesting due to the potential impactand the needtoinvolve other
areas of the organization.
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Figure 17: Test The Plan Task Matrix

5.4 How DO WE DO THIS?

e Tabletop Walkthrough: Team members gatherina meetingroom andverbally gothrough the
specificsteps asdocumented inthe planto confirm effectiveness, and identify gaps, bottlenecks
or otherweaknesses. This test provides the opportunity toreview a plan with the full teamand
familiarize staff with procedures, equipment and offsite facilities.

e Disaster Simulation: A mock disasteris simulated so that normal operations are notinterrupted.
A simulationinvolves testing hardware, software, personnel, communications, procedures,
supplies and forms, documentation, transportation, utilities and alternate site processing. If

possible, testagainst production data. Analyze the resultsto capture lessons learned and
update the plan as appropriate.

Disastersimulation couldinclude:
1) Componenttesting
a. Testindividual parts of the environment.
b. Executetestsatdifferenttimesthroughouttheyear.
c. Include participation of alimited number of business areas.
d. Onlytestconnectivity.
2) Environmentsegmenttesting

a. Testsegments of the environmenttogether (forexample, groups of services like
routers and firewalls).

b. Executealimited numberoftests peryear.

c. Executelimited functional testing.

IT Disaster Recovery PlanningGuide




3) Real time testing
a. Testall aspects of the environment within scope.
b. Testall applications onone day.

c. Execute connectivity and some functionaltesting.

d. Isolate production.

Full Failover Testing: A full failover test exercises the total disaster recovery plan. The testis
likely to be costly and involves risk to normal operations. If your focusis on resiliency, and failing
overautomatically, thesetestsare required to ensure successfulfailovers during adisaster.

0 Capturelessons learned and apply knowledge gained from the tests to improve your
é disasterrecovery plan.
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Step 6  BUILD AWARENESS AND UNDERSTANDING

O y

6.1 WHY IS THIS IMPORTANT?

e Trainingand awarenessis crucial to ensure that people know who to contact and whattodo ina
disastersituation.

6.2 WHAT IS INVOLVED?

e Thisphaseinvolves training staff and ensuring that everyone is aware of the disasterrecovery
planand knows whereitis stored.

Monitor and Evaluate

Input Decide
Steering Committee

Trustees
Superintendent
Secretary Treasurer
Senior Leaders
Business Areas

IT Leader

Working Group
Principals

Figure 18: Build Awareness and Understanding Task Matrix

6.3 WHO NEEDS TO BE INVOLVED?

e Everyonewhohasrolesandresponsibilities for disaster recovery needs to receive training. The
rest of the organization needs to have general awareness.

6.4 How DO WE DO THIS?

e Schedule trainingsessions for current staff members.

e Includetrainingin disasterrecovery planningwhen onboarding new staff members.
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Step 7 IMONITOR AND EVALUATE

7.1 WHY IS THIS IMPORTANT?

e The purpose for monitoring and evaluating the disasterrecovery programis to take corrective
action as needed to meet objectives, to manage risks, and to provide assurance of progress and
risk reduction to stakeholders, particularlysenior leaders.

7.2 WHAT IS INVOLVED?
e Develop measuresthat will assess progress towards objectives.
e Periodically assess progress towards the objectives and reporttoseniorleaders.

e Defineand documenthow the ITdisaster recovery planand related documentationis updated
and where itis stored.

e Defineanddocumentthe ITdisasterrecovery planreview process.

7.3 WHO NEEDS TO BE INVOLVED?

e ThelT leaderisresponsiblefor monitoring and evaluating the disasterrecovery team’s work and
progress.

e ThelT disasterrecovery plan steering committee and senior leaders are responsiblefor
providing oversight of disaster recovery planning efforts.

Monitor and Evaluate

Input Decide
Steering Committee

Trustees
Superintendent
Secretary Treasurer
SeniorLeaders
Business Areas
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Working Group
Principals

Figure 19: Monitor and Evaluate Task Matrix
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7.4 HoOw DO WE DO THIS?

e Work withthe IT disasterrecovery plan steering committee and seniorleaders to develop
measuresthat will assess progress towards objectives.

e Scheduleregularmeetings with the steering committee (or equivalent body) to monitorand
evaluate progress.
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APPENDIX A — GLOSSARY

Recovery time objective (RTO): the goal for how fast to restore technology services afteradisruption
(based onthe acceptable amount of down time and level of performance)®. Forexample, an RTO of 24
hours with local accessibility for payroll services means that the payroll application must be up and
running within 24 hours as well asaccessible locally.

Recovery point objective (RPO): the goal forthe pointat which torestore data or information aftera
disruption (based on the acceptable amount of data or information loss)>. Forexample, an RPO of 6

hours for payroll services means that the payroll datamust be backed-up every 6 hours so that no more
than 6 hours of data entered into the payroll applicationislostafteradisruption.

data loss tolerance disruption tolerance

EVENT
Recovery Point OCCURS Recovery Time
Objective Objective

Figure 25: Recovery Time Objective and Recovery Point Objective

5> Disaster Recovery Institute International. International Glossary for Resiliency. Retrieved July 23, 2015 from:
https://www.drii.org/assets/glossary doc/International Glossary for%20 Resiliency 06102014.pdf
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